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Brief survey of SSO using CAS

CAS (Central Authentication Service)

» Web Application O O O O Single Sign On (SSO) 0O O O

» Yale University, JA-SIG O O 0O O Open Source OO 0O
HRERERERERE

Cookie, http direction, JavaScript 1 0 O OO0 0O OO O
OO0 oo

) 00000 D0D00 SSL (https) 0 0O O

) 00 DBOODOODODOD,DBOOOOOOOON
) 00 DBOOOOOOOOOOO

Web Application 0 CASO 000000000

€

€
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Brief ... using CAS > Usual Authentication

& Web Application 0 00O 00000

A OO0 DBOOOOOOOOO
1 o Web ApplicationO0 0000 DB OO
ERNRERERN
— 2 Web Application D OO0 O OO0
DOddooooooonod
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Brief ... using CAS > AuthN mechanisum of CAS

>
-Sending Ticket Data / Its Reply

A

AuthN Data

& Web ApplicationD 0000000

O000000000CAS client
libraryd 0O O O

~ Web Application 000000 DB
HERERERERERERE
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Brief ... using CAS > 0 [J

o J0000D0D0OODOO00000000DOODOOo000a

AuthN Data

o App.00D0OOOSSLOOODOOOODOOODOOODO..

o Ut boboboobbbobotottdddooon
HRERERERN

0 CASOO0O0DO App. 000000
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Brief ... using CAS > AuthN mechanisum of CAS

Ticket Granting Cookie (TGC) — Cookie —
> BrowserOU OO TGCUUO <« UOUOUOUOOOOOO

Service Ticket (ST) — URL Parameter —
) App. DO OUOOOOOODO One Time Ticket

> App. OO CAS Serverd OO0 STOUOOOOO O
—- U000 modoouoomoooogo
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Brief ... using CAS > CAS O 00O [

o OO sStTUooudood,od App. UO0dooUdmo
(currentversion O 0O fix DO O0OO)

o CAS ServerU App. OO UOOUserIDOOOOOOOO
HEERE

o POSTmethod DOOOOOOOODOOO

v Jddoodooodoootdootdoooooooodo
0000000000 00CAS?O0000DnO
OJAuthorizaton DO O OO0 O0OoOoOooooOO
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Brief survey of Authorization Environment using CAS?

CAS? (Central Authentication and Authorization Service)

)y CAS O STUOOOOOOOOoOOooon

) App. DO OOOooO DBOOOOOOOOOOOOOO
HREREEN

» CAS Server O OApp. U0 OOOOOOOOOUO

) CAS OO0 Web Application 0 CAS° 00000000
module DO OO0ODOOO

)y Jodoobdbd
» FOR WHICH (URL of Web Application)
» WHO (User)
» WHEN (Access Time)
» FROM WHERE (Client)

Jooooboo
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Brief ... using CAS? > Access Control List

) CAS’0000000000000000 CAS-ACLODOOO

dn: cn=entryl, ou=gakunu, ou=cas, o=nagoyalni v
cas-al low. (& uid=naito)(date>=20051010)
(dat e<=20051110) (1 P=133. 6. 130. 0/ 24))
cas-service: https://app.*\.nynu\.jp/.+
cas-attributes: uid, nail

URLO https://app.*\.nynu\.jp/.+ 00000000

Juidisnaito
2 Access time Is between 2005/10/10 and 2005/11/10

2 Client IP: 133. 6. 130. 0/ 24
Joboboboboodddtdn
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Brief ... using CAS? > Access Control List

) CAS‘00000000000000D00 CAS-ACLOOOO

dn: cn=entryl, ou=gakunu, ou=cas, o=nagoyalni v
cas-al low. (& uid=naito)(date>=20051010)
(dat e<=20051110) (1 P=133. 6. 130. 0/ 24))
cas-service: https://app.*\.nynu\.jp/.+
cas-attributes: uid, nail

D Jd000odobogddoddecas-attributesdOodonQ
O0O0000 App. OO OOO.

v O0Uooooooodo App. DO ogg

May 31, 2007 ITRC —p. 13/29



Joooboobodd

0000000000000
) 0000000000000 O0O0O00000O00OCAS2O
) 0000000000 CAS20000

) 000000000 CAS?0O0

CAS’00D0000O0Ooong

) 0O000O0O0DooOO
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) 0O000O00DOoOooao
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) 0000,00000000...0
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CAS-ACLUO00U0o0uouog,ooooooououod
g,

CAS-ACLUOO0O00O00O0oooun
) 00000000000 Role ManagementD O O O

y Joboboobooddooobobobbdd

Jdddddddooobobomddoboboboboon
HREREREEN

» oo
< [ ldentity Managementl] [ [0 Role Managementl]
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) J0gouon ssouodouag

) PKI(DOOOODOOOO)Oooooooooo
Jddddddobooon

)y Jddobooooboboboboodgdddddddooon
HREREREREEN
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IC Cardwith PKIO OO O OO ...

—

—

—

OO0000ooooobooooooon ICCard OO
BBSOOOO light DO O0OO0OO0DO0OOOOOOOO PKIO

ICCardReader 0 00,0 00000000000 OOO
1 [

o0 BBSUOUOUOOOOOOOO
Jooboboobooddoogobbd

JO00ooooooooooonOo SSO/AuthZzOo0ooonon
L 0O O
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JO0o00o0oodo > Example

000000000000 CAS?0O Ssoooooooon

o Udoooona
requirement : 00000000 O0OOOOO

o odooooo

requirement: D0 00000000 O0OOO, 000000
HREREREREREEN

& BBS
requirement: 00O, 000000000000.000000
Ooo..

May 31, 2007 ITRC —p. 21/29



JO0o00o0oodo > Example

OO “3-tiered security hierarchy” [0 O [
Level 2 0000000000 0OO00OOO0O0O00OO0O

Level 1 Username/Password authentication O O O O O O
L] [

Level OO O OOOO Subscriber DOOOOOOOOOMO
0000000000 “Level’DO00OOO0O

00000000 = Level 2

00000000 = Level 1

BBS — Level O
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O 00000000 > Mutiple-tiered secuirty hierarchy

o dO00O0O0dddhierarchyD OO OOOO
o J0000DOO00000O0ODOO0000ooOoOO0Oo0oooooOo

o 00000000 CAS?O0000

Y

Level 2 Application I

Y

Level 1 Applicationl

Y

Level O Application I
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000000000 >CAS?00 secuirty hierarchy 0 0O

CAS-ACL O “security level” O O [

» 00000 CAS-ACL
» FOR WHICH (URL of Web Application)
» WHO (User)
» WHEN (Access Time)
» FROM WHERE (Client)

) O0O0O0O0O O
» HOW (Security Level)

CAS’00000000O0 “multiple-tiered AuthN sequence”
000

CAS’000000000D000O00O0OO0
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000 ... > CAS?... > security level in CAS-ACL

dn: cn=entryl, ou=gakunu, ou=cas, o=nagoyalni v

cas-al l ow. (& uid=naito)(date>=20051010)
(dat e<=20051110) (1 P=133. 6. 130. 0/ 24))

cas-security-hierarchy: X509

cas-service: https://app.*\.nynu\.jp/.+

cas-attributes: uid, nmail

URLO https://app.*\.nynu\.jp/.+ 00000000

» o ACLOO0OO0Oo0n

o OoOoOo Xs09 (Level2) OO ODOOOOoOOoOooOOO
oo oon
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Summary

0000000 CAS?00000 SSO/AuthzO 00000

oo,

) CAS’ 0 0000000000000 SSO/Authz 00O
HRERERERE

y oo, gobobobooobobbbbbd
OO,

» 0o CAS-ACLU 0000 ouooouoa.

Jobotdboobdoddboobogddoobodooootd

) SSO/AuthZ 000, 00000000, 00000000
oo oonn
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CAS: 0000

000000 CAS?0D00b0Ooboooon
http://www.math.nagoya-u.ac.jp/~naito/cas-square/
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