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% LoA: Level of Assurance

OMB 04-04 / NIST SP800-63 / I1SO 29115 / ITU-T X.1254

OMB M-04-04 E-Authentication Guidance for Federal Agencies (2003)
NIST SP800-63 Electronic Authentication Guideline (2006%1T, 201 1XzT)
ITU-T X.1254 Entity Authentication Assurance Framework (2012-097:%)
ISO/IEC 29115:2013 Entity authentication assurance framework

» 2013-04-01 B TE# 1L

Level Description
1-Low Little or no confidence in the asserted identity
SaERTE. EA
{5l : whitehouse.gov@DWeb ¥ A F TDA U SA T4 R Avav (2SI
2 — Medium Some confidence in the asserted identity

E’Enﬁkﬂu (E’ nEEﬂi) E g%nh nE_.r %%ﬂkii
f5l: t 2 REWeb Y A+ BLTEESDEFEHREZER

3 - High High confidence in the asserted identity
LERIGL
Bl A ETHIREEERICHL. BB OB EREETFHICIRE
4 —Very high Very high confidence in the asserted identity

NEICKDFET. N—FIzT7—0>
Bl SEBITED, LEEABMSNTODEMITT —FIN—XIZT /1R

> 9 OpenlID 2.0[&LoA-2E T. SAML/OpenID ConnectlLoA-4FE Txthis
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» PubMed (AAZ S HAFIBONE THITSNDIEMEFLRBDIRERY AH)
7‘;&1;Iéﬁf$i$ﬁﬁa”?:ﬁﬁ (NIH) AR T 29505 —E XD EKI(LLevel T
(FRIE)

FIATA=OICIXZEDOIdPARE D EAE(ZH|>F-Level 1EIETEIHEHY,

4

4

2R, FEDIMPICLevel 12FTTES

Trust Framework Provider|Z

#0IX (Open Identity eXchange.
FFEFIRERH DA N —




pan 237 [ — :
B zpicrzloaEe 00
> ili%@FICAM1§$E7I/—.Lx'7—7(ZEFSH'€>LOA 1[ZZEEHLL f=IdPEE
» 20127848 &Y=FEIZ MBI
BRER—X (E(E)
BEEH

» OIXEREFHEA AL BT EHR (REKRFENIZEE)

REFNLFRICHEE
FEAICTIREEL AN )L 71T

FREMTUT—b ARER. RERORY., miEGE
3. FERKXYOIX~EEE

y BATEDRN
7.

2



7 [ }E‘IIII) )
SRR - T—EHE A23421D
SXs - ZAYAL
ﬁ;}w W = o
RS REDERNZBETIL
AN — A — EEIL—LIT—OFET I

=], US FICAM (B
) (EXFF)

= +H - FE 7% S o542
. R M T
| e ~QuaERm) = 2T
_ NH(EIZRLHRE)
FEEA | NV E SRR
LOCCREHAEELE)

p yo%
- [
___________ B ﬂ;ﬁ%#—tz_{


http://www.yamagata-u.ac.jp/index-j.html

@ LI KEEFICAM LoA 1885

» 2013/8/14%

FEAEFE =AbD_—3—2 . I DEIE E5KE LI

i MEEAE - al |3
| SrLE) WmEE) Ta(v) BES) Jwov5(8) Y1) ~ILT(H)
AR Sk 1 — 2. 1 DEZIE...

=

@ www.kahoku.co.jp/news/2013/09/20130906t55015.htm?s! - <) - Google

LA RO = 2 — R Ak =1L b

IDEREE HFI/KE U KXEREBEEINZEE

= WWFAIIsH, S8 E L2 —m bk
- E (ST B TR ST T B LS DS SR
AT L AEOETEERE O N1 IREIEL L (L
o) IZEEES o S SR O EERE
DEATHEE ( IEF (SN, 7P T 812705k
L,
LW A DE ARSI S e - 3 B (3. SAETRTRE

AEFERE oD [E] AT T EE THEERR. E I ESEISEEE. RERE
ZEEEEO U A Mo (TR TS L D23 iR

T ——— 4
HE, i fo e R T PR

[=rahi rresiicota- i iE s ot

FEIIs A1 Bt BT BRI ECRR (e AR R C B T IDEEI SRR SR . fERE
PEEFEE . oI FEATE oo SETEMER 00 A (ZHEEE - L IRSEL YL I S4BT, Loal (fEEE
B IERPESL D,

Lood SEEHERE I, MRS — o 8SRRr T ok S — F LS i Tl S,

LU FE A A SRR TR i sl o (B T (158 = R TILW R A mID TIB M IS TEE8C

(I E T AIEY . SN SREtEm ST EEs (IL T, BT —E At A - e b RS
[ R Pt W il

20135900 A 05 B 888

Copyright @ KAHOKU SHIMPO PUBLISHING CO.




B 0XDLoA1YRF 1Y

R (@ o Certined prouders | O
; |4L| Z71ILE) #=|E(E) =T(V) BE(E) Tvo<—4(B) Y—I{I) ~JLF(H)
} / % oix OIX Certified Providers | Open Iden...

| 4= | @ openidentityexchange.org/certified-providers g | |[B- ox

» 7HB o cenmes provier

U.S. ICAM LOA 1 Certified Identity Providers e

Creating a Mew Trust Framework
Ol Trust Frameworks

U.S Government ICAM

LS 1CAM OR-Cedified Providers
= Certification Process

Yamagata University SAML 2.0 2013-08-01 httpziivamagata-u.ac.jp/ Telcom Data Trust Framework

gﬁenng 2091-03-13 - APA Publish Trust Framework
s — Respect Trust Framework
Mydex Trust Framework
OB Listing Service

OlIX Newsletter Sign Up

Email Address Subscribe

The following OIX members are certified as identity providers for the US ICAM trust framework:

I
ICAM Prof Listing Date

Equifax IMI1.0 2010-03-03 hitp-/fequifax.com

PayPal OpenlD 2.0 2010-03-03 hitp:#paypal.com

PayPal IMI1.0 2010-03-03 hitp:#paypal com
VeriSign OpenlD 2.0 2010-03-29 hitp-/ipip.verisignlabs.com
Wave Systems OpenlD 2.0 2010-12-09 hitp:ffwave.com

US ICAM LOA 1, 2 and non-crypto 3 Certified Identity Providers

The following OlX members are certified as identity providers for the US ICAM trust framework:

Identity Provider ICAM Profile Listing Date URI
Verizon SAML 2.0 2011-10-28 hitp:/verizonbusiness.comius/

US ICAM LOA 1 Listed Assessors

The following OlX members are listed assessors forthe US ICAM LOA 1 trust framewaork:




@ FICAMDTFPY R

, Approved Trust Framewo )
FFILE) E|WE(E) FTR(V) BE(S) JwoHw—o(B) WILI) ~ILT(H)
{1} Approved Trust Framework Provide... | 4+

» InCommon

» 1,2
» Kantara

» 1,2,non-PKI 3
» OIX

» 1

» Safe/BioPharma
» 1,2,non-PKIl 3

» FPKI PA
» 4

1 3 g E =1
IDMz go OZi

€ @ www.idmanagement.gov/approved-trust-frameawaork-pr

APPROVED TRUST FRAMEWORK PROVIDERS

ICAM has assessed the efficacy of the Trust Frameworks of the following Industry arganizations to determine if they are comparable to

viders <7 v & | |- Google

federal standards of security and privacy.

If approved by ICAM, credentials issued by ldentity Providers who are assessed against these Approved Trust Framewaorks by their
respective Trust Framework Provider (TFFP) can be trusted and used by federal Relying Parties (RPs) at a known level of assurance
(LOA) comparable to one of the four OMB Levels of Assurance.

TFF Mame:

Status:
POC:
Supported LOA:

TFF Mame:
Status:

POC:
Supported LOA:

TFP Mame:

Status:
POC:
Supported LOA:

TFP Mame:

Status:
POC:
Supported LOA:

InCommon

Approved®
John Krienke (admin@incommon.org)
Bronze (LOA1) and Silver (LOAZ)

Kantara

Approved®
Joni Brennan {joni@ieee-isto.org)
LOAT, LOAZ and non-PKI LOA3

O

Approved*

Dan Thibeau (don thibeau@openidentityexchange org)
LOA1

http:fopenidentityexchange. org/certified-providers

SafelBioPharma

Approved*
Peter Alterman (palterman@s afe-biopharma.org)
LOAT, LOAZ and non-PKI LOA3

"

m
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Approved Identity Providers | IDMa... | 4

. ; 7 = & || B} - Google P=]
Cassidian Communications FPKI CP FPKI PA LOA 4 PIv-l provider through the Certipath Bridge
Citibank FPKI CP FPKI PA LOA 4 PIv-1 provider through the Certipath Bridge
Digicert Inc FPKICP FPKI P& LOA 4 PIv-l
Eid Passport FPKI CP FPKI PA LOA 4 PIv-1 provider through the Certipath Bridge
Entrust FPKICP FPKI P& LOA 4 Pl
Google OpeniD 2.0 | 01X LOA
Operational Research Consultants, Inc FPKI CP FPKI PA LOA 4 Plv-1
PayPal OpeniD 2.0 | OIX LOA 1
LOA 1
Symantec
LOA 2 Morton Secure Login Service by Symantec +~ Experian |dentity

SAML 2.0 Kantara
Proofing Service

non-PKI LOA 3

Symantec FPKI CP FPKI PA LOA4 Pl
VeriSign OpenlD 2.0 | OIX LOAN
LOA 1 2and
Verizon SAML 2.0 Kantara non-PKI3
Verizon Business FPKI CP FPKI PA LOA 4 Pl
LOA A
Vlrglma.F'olylechmc Institute and State L20 InCormmon
University LOA 2
< [ +
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}, InCommon Federation Ir

lozilla Fire

ZF-1ILE) WE(E) F=R(V) BEBE(S) Jwo~w—o(B) W—I{I) ~JLIF(H)
i InCommon Federation Info: Certifie...

+

= | @ https://incommon.org/federation/info/all-idps-certified. html v | |- coogle

INCommon .
’“‘;: FEDERATION

H * ¥

Federation Info:

About Organizations Entities

Federation entities provide services to InCommon participants at their discretion. These lists are

provided to help increase partnership and collaboration opportunities among InCommeon participants.
Owur value as & community grows 8s our connections grow.

Identity Providers Certified Under
the InCommon Assurance Program

The following identity providers are certified under the InCommon Assurance Program:
Identity Provider Name

Certification Certification # of IdPs
Virginia Polvtechnic Institute and State University bronze bronze 1
Virginia Polvtechnic Institute and State University silver silver 1

InCommon LLC
http:/fincommeon.or

Questions? Visit our FAQ or contact
=info at incommon dot org=
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