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» Attribute eXchange Networ
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Network (AXN)
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RP Services
Enroll Business Purpose, Attribute
Selection, Claims Refresh Rate, IdP & AP
Selections, User Preferences, Contract
LOA LOA1-4
Admin Logs, Reporting, Billing, Contract
Management

Cert/TF FICAM, OIX, Kantara,

Other

AXN Services

Pricing and Analytics
Service Provisioning

Policy Management

Transaction Management

Operations and Security

Logs, Reporting Administration

Billing
Acct Management
Contracting
Marketing

Registration

Audit User Interface

A
\\
IdP Services
Credential OpeniD 2.0, SAML 2.0,
IMI 1.0
Protocol OAuth 2.0, SAML 2.0,
Other
LOA LOA1-4
Cert/TF FICAM, OIX, Kantara,
Other
AP Services
Attributes NEAT, SS, DOB,
Gender, Corp
Verification
Quality Refresh Rate, Coverage,
__________ Sources, Data Types
Physical Device ID, BIO, Card,
} Other
Pricing Per Transaction, Per

.?ntial

User Services
Attributes Not Stored In AXN, Self
Asserted, Data Minimization
PDS PIl, Preferences, ABAC,
Encrypted, External Store
MAX  User Only, Personal Control and
Security, Acct Linking, Federated Access
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» Pan-Canadian Assurance Model [2]
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CREDENTIAL ASSURANCE
The assurance that an individual, organization
or device has maintained control over what
has been entrusted to him or her (e.g., key,
token, document, identifier) and that the
credential has not been compromised
(e.g., tampered with, corrupted, modified).

User X

IDENTITY ASSURANCE
A measure of certainty that an individual,
organization or device is who or what
it claims to be.

An individual

Assurance Levels
LEVEL 4
Very high confidence required
LEVEL 3

High confidence required
LEVEL 2

Some confidence required
LEVEL 1

Little confidence required

Assurance Levels
LEVEL 4
Very high confidence required

LEVEL 3

High confidence required
LEVEL 2

Some confidence required
LEVEL 1

Little confidence required
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» [1] David Coxe, “Online Identity Attribute
Exchange 2013 Initiatives” in part of Panel

Discussion:
Attribute Exchange and Information Sharing in

Action,
Federal ICAM Information Sharing Day and

Vendor Expo, June 18, 201 3.

» [2] Assurance, Identity and Trust Working
Group, “Pan-Canadian Assurance Model”, March
3, 2010.
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