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InCommon and Multifactor Authentication

°' InCommon and Duo Security have formed a partnership to bring
phone-based two-factor authentication to the higher education

]] U community with a low-cost site license. www.incommon.org/duo

@“fe"‘“ . The InCommon/SafeNet partnership offers SafeNet smart
cards and USB-format PKI hard tokens at significantly discounted

prices. www.incommon.org/safenet

> VASCCS InCommon Affi Ilate VASCO alsa offers a number of
ﬂfﬂﬁs uthentication and e-signature options. www.vasco.com

> 7 http://www.incommon.org/docs/iamonline/20120613_IAM_Online.pdf
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mm Duke University
uu’ NetID Services

Please identify yourself to NetID service handleservice at host
shibboleth.duke.edu.

Please enter your NetID:

NetID: shilen

Password:

Enter

Don't know what a NetID is? Not sure if you have one? Find out.

Forgot your password? Click here.
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@ |l oA: Level of Assurance (4D®@OLAN)L)
GakuNGD OMB 04-04 / NIST SP800-63 /1SO 29115 / ITU-T X.1254

OMB M-04-04 E-Authentication Guidance for Federal Agencies (2003)
NIST SP800-63 Electronic Authentication Guideline (2006%47, 2011, 2013%ET)
ITU-T X.1254 Entity Authentication Assurance Framework (2012- O9ﬁn...\

ISO/IEC 29115:2013 Entity authentication assurance framework B A A
» 2013-04-01 B TIE#1L

Level Description

1-Low Little or no confidence in the asserted identity

BERAE., RE (A—Y DORI—MHREE) . EEARAL
{5 : whitehouse.govDWeb B A kT AU S T4 R AV av 2S5

2 — Medium Some confidence in the asserted identity

Bt (B aitHE) . BE—ERFBEE. L0 E, FXPWRE x
Bl 1t S REWeb Y A M BLTE S DEMRRELEE

3 — High High confidence in the asserted identity
ZEZRFI(VITR—o20)
Bl A E T AT EZERICL. #EOHHEREZETHICIRE

4 —Very high | Very high confidence in the asserted identity

ﬂﬁ‘:;é%??s /\_I:rbITI‘_Oys u:L.\nIE‘fﬁo)H 1|:0)§§1|:
Bl EBITE D LREN/BMMESIN TOLEMITT —IN—RIZTTIER
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(Privacy Impact Assessment (PIA), E-Government Act of
2002)
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Trust Framework Provider(Z

» KOIX (Open Identity eXchange,
SEEFHRB) DAV N—
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oix OIX Certified Providers | Open Iden...
} 7 % E € b openidentityexchange.org/certified-providers rve |3 o

U.S. ICAM LOA 1 Certified Identity Providers halisa frustFramenoncs

Creating a Mew Trust Framework
OIX Trust Frameworks

U5, Government ICAM

U.5. ICAM OlX-Cerified Providers
« Cerification Process

Yamagata University SAML 2.0 2013-08-01 hitp:ifyamagata-u.ac. jp/ Telcom Data Trust Framewaork

OpeniD 2.0 2041-03-13 : APA Publish Trust Framewaork

Respect Trust Framework

Mydex Trust Framework

OIX Listing Senvice

The following OIX members are certified as identity providers for the US ICAM trust framework:

ICAM Profile Listing Date

Equifax Ml 1.0 2010-03-03 hitp:/lequifax.com
PayPal OpeniD 2.0 2010-03-03 hitp:/ipaypal.com
PayPal IMI 1.0 2010-03-03 http:paypal.com
VeriSign OpenlD 2.0 2010-03-29 hitp:/ipip.verisignlabs.com

Wave Systems OpenlD 2.0 2010-12-09 hitp:fiwave.com
OIX Newsletter Sign Up

US ICAM LOA 1, 2 and non-crypto 3 Certified Identity Providers

Email Address Subscribe
The following OIX members are certified as identity providers for the US ICAM trust framework:

Identity Provider ICAM Profile Listing Date URI
Verizon SAML 2.0 2011-10-28 hitp:iverizonbusiness.comius/

US ICAM LOA 1 Listed Assessors

The following OIX members are listed assessors for the US ICAM LOA 1 trust framework:

} 19 LoA1E% fits KE. 7D7\7A EEE%ZO] 3
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| Approved ?rust Framewaork Pro

} I n CO m m O n SrUE) REE) FRY) EES) D’-y?—b w—JL(T) 1,)

"} Approved Trust Framework Provide...

} 'I 2 (_- @ www.idmanagement.gov/approved-trust-framework-providers 77 v | |B)- Google
)
APPROVED TRUST FRAMEWORK PROVIDERS

} Ka n t a r a ICAM has assessed the efficacy of the Trust Frameworks of the following Industry organizations to determine if they are comparable to

federal standards of security and privacy.

} ] 2 n O n — P K I 3 If approved by ICAM, credentials issued by ldentity Providers who are assessed against these Approved Trust Frameworks by their
) )

respective Trust Framework Provider (TFP) can be trusted and used by federal Relying Parties (RPs) at a known level of assurance
: I X (LOA) comparable to one of the four OMB Levels of Assurance.

TFP Mame: InCommon
Status: Approved*®

} -I POC: John Krienke (admin@incommon.org)
Supported LOA: Bronze (LOA1) and Silver (LOAZ)

» Safe/BioPharma) == ==

Status: Approved*
POC: Joni Brennan (joni@ieee-isto.org
} 'I 2 n n P K I 3 Supported LOA: LOA1, LOA2 and non-PKI LOA3
) ) O

QIx

Approved*

Don Thibeau (don thibeau@openidentityexchange.org)
Supported LOA; LOA1

http:lopenidentityexchange. orglcerified-providers

» FPKI PA

Status: Approved*®
} 4 POC: Peter Alterman (palterman(@safe-biopharma.org)
Supported LOA: LOA1, LOA2 and non-PKI LOAS

TFP Mame: Safe/BioPharma

<
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Approved Identi \y =
J7-ILE) EE(E) =R(V) BES) Jwsvw—oE) Y-ILI) ~LI(H)
"} Approved Identity Providers | IDMa... | 4

\(— @ www.idmanagement.gov/approved-identity-providers rv ¢ - Google Pl ¥+ H
Cassidian Communications FPKI CP FPEI PA LOA4 PVl provider through the Certipath Bridge
Citibank FFKICP FPKI PA LOA4 FIV- provider through the Certipath Bridge
Digicert Inc FPKICP FPKI PA LOA4 PV
Eid Passport FPKICP FPKI PA LOA4 PIV- provider through the Certipath Bridge
Entrust FPKI CP FPKI PA LOA4 PIVH
Google OpenlD 2.0 | OIX LOAA
Operational Research Consultants, Inc FPKICP FPKI PA LOA4 PIv-I
FPayPal OpenlD 2.0 | OIX LOAA
LOA A
Symantec
LOA 2 Morton Secure Login Service by Symantec + Experian |dentity

SAML 2.0 Kantara
Proofing Senvice

non-PKI LOA 3 =
Symantec FPKICP FPKI PA LOA4 PIV-
WVeriSign OpenlD 2.0 | OIX LOAA
Verizon SAML 2.0 Kantara LOA12and
non-PKI3
Verizon Business T - LOA4 PV
LOA1
V|rg|n|a_F'olmchn|c Institute and State SAML 2.0 InComman . . - D'E
University y
] ] K
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» GovernancelZHULVT,
y IRIBEMIEESN TN ?
y IRGHENZTHZ SRFEMeffectiven ?

» PrivacylZHUT.
» MILITBUEANFDIGEILIEAIZE>TOpt-InARFI SN TLISH A,
FNUNDEEIXFERNTOREBEOEHFEENIVE
» UApproveFEZFEALFELLD
» TechnicallZHULVT.,
» NIST SP800-63IZ[F—EBHZBLTHRETLLD
2006 FEFRIFZIPADFIER MBS, 201 1ERR. 201 3FERDFIERIFFETS,

» ERFLAEAXNEDIOXEIZEFNEINFET the authentication
mechanism provides some assurance that the same
claimant is accessing the protected transaction or data
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