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2 Protocol
Th&PKHeder atUiP&re d() supports protnocwil de tilhsad
constituency and the applications they Wanty
protocols that are broadly supported are |
protocol interoperabil Malyt if plr e ap it o tod chd kesss armady pore
usedAn identity providing organization
protocols, but a service provider need only
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3.

fecurity Assertion Markup Language (SAML) V2.0

SAML V2.0 is a standard for federated identity as
OASI $he primary profile used is tThhee WeebltlBeywowser S
Web Browser SSO Profinlalterawndilvebferaslaent PKI
transactions.

3.1 Security Assertion Markup Language (SAML) V2.0
SAML VDAGI S federated identity
Web Browser SSO PHooIfdodfkee y
Web Browser SSO Prof PKE
3.1.1 Authentication Request
HTIbPound SAML protocol AuthnRequestcmes$samascehwulk
requirements in section 4.1.3 and 4.1.4 of the W;s
3.1.1
HTIbPound SAML Aut hnRequest Web Browser SSO Profi
4.1.3 4.1. 4
3.1.2 Authentication Response
HTIbPouB8AML protocol Response mess agsehso wlad rbyei nsge nat
in conformance with the requirements in section 4
SSO ProMul eéiple statements should be included i n
possi ble, antdhan mpne authentication statement shi
The response should be signed and encrypted.
3.1.2
SAML HTTP SAML
Web Browser SSO Profile 4.1.3 4.1.4
3.1.3 Attributes
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i dent iAtyt.ri butes should be used by all applicati or

access.
Al | attributes should hawd siuninQueatWRIli budammess.t hat
semantic requirements for @dedapleady whretnl Ploawli d | a&l. v
attribute is issued by other organizations shoul c
attri bOthbherwise, all participants may create new

URI spaces thedgecohtaoURL backiednbgf at desatri pi but
recommended.
Object classes describe setsUBKHead ti rmplowsteesss ntoo sepxecch

requirements for the i mplemenHawewvargofidanysobgegeomn
that all participants suppogPetrbBenx. 220 pars ©r gPe
classes, and the EDUCAUSE/ I nteThese eldudectr solna 9H ¢ &
be stored or generated in any fashion, but when s

named in accordanber wbANLbtuateet MADE i | e.

http:// middlewdareduhtier Aidnotcesrindartddi-s armalt t ri but es

-l atest. pdf

Some attributes may not be freely expressed, bu
authorities that BFmary estxeaampel ¢ heam i dentity provider
ofAmay not bteedpetromiatssert that someone is a studen
B UPKHed may provide advice on which attributes may

by restricting the scopes available to IdP"s and
filterfMhis i sgwindaynETR'.s are responsible for veri f
attributes they receive are issued by authorities

for not expressing attributes for which they hav

Whenever possible, the eseonseciadedtihy osilgtiulud eb of
identi fiPers.i stent identifiers are used when the
identified across sessions, but ac@milay whemtt he
user's specific real i dentity musiterbse bken ounsne ds.h o u |
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1.4 Metadat a
Al l memiJeeKBearfe responsi bl e U®KHeeptpheyri nghet onet ada'
for all their providers or s ufPiKFeid=® nab li epfitolaencactm o n
metadata on theiti 8JPHKa¢di. | | aggregate and host th
on behalf of I prawieddrug.ur e, t hhes mmedtaeddtlay mpyovi d
themsel ves and signed with certificates issued by
UPKHefilor this purpose.
1.4
UPKHe d
Il dP, SP

.1.4.1 URL



UPKHe'ds met adata i s avartable from

.1.4.1
UPKHe d

3.1.5 Discovery
SP'"s are encouraged to perform dipgompwdaray e M otrh & hweal
user BPKdepgr ovi des metadat a desUPrkHbtbn gsali'lstl P s i
in this puPKEledsl!| also operate a SAML 2.0 complia
(DS) that can also generatetSonbbegeedht 4. ¥hant hea
Any SP may freely use this service so |l ong as they
their metadata submission.
3.1Dbscovery
UPKHe d | dP
SP
| dP
UPKFled Shi bbol eth1. 3 SAML2. 0
Di scovery SerbvS ce
SP DS DS
4, Sof t ware Support
Any member may choose to use any combination of so
the pratecomaimendati onsURKileBeadtlieon ol . provide direct t
support for any membeabdthae ShbBbppbet hfor commerc
products should be available from the vendor.
4.
1
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4. 1. Provider Certificates



Al l i mpl ementations should be capabl e gonffatmurtewal T
for direct J0OAPcealtlidi cate used for TLS authentic
and encryption musWUPHKre dpwhivdld ewdi Itlo pd agwbliitcliyn t |

avail able metedataither be issued by a root certi
l'ist below, or be independently issued with a vou
member i tself.
4.1
SOAP XML TLS
TLS XML
UPKFed

XML TLS
UPKFed

4.1.1. Trusted Provider CA's
UPKdpebhoam n Certificate Authority
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4. 2. Distributed Metadata Signature Certificates
UPKHemay al so separately suppardtattah e ys ingemedteu rse t chfe m
The certificate used to compuatdattahé tsiegriagt ase opifpo

the certificate within the metadat a, must be i1 ssu
authorities.

4. 2.
UPKFed

4.2.1. Trusted Metadata CA's
UPKdpebhomain Certificate Authority
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.WPP.KHe'ds Signing Certificate URL
The certificate used to sign the metadata is avai
htt pgxk/ xxx. aacd. ajtpa/fRePEKIgnp e o.

. 2.-FeBKI URL
UPKHe d URL
htt pgxk/ agxj padmetta fREPIKIgn p e O.

.WBP.KHe'ds Signing Certificate Fingerprint
The MDA/ BHAgerprint of the WPKHetldorcatgnuegdi by
AA: AA: AA: AA: AA: AA: AA: AA: AA.

.WBP.KHe d
UPKHe d MD 5 SHA

M D5 AA: AA: AA: AA: AA: AA: AA: AA
SH-A AA: AA: AA: AA: AA: AA: AA: AA

Compromi se of Private Key
I n the event that there i s a compromise of the priv
the accompanying certificatwe kwiylclana fri ecvad kee dvidndd |

acqui Aed. member s wi l |l be promptly notified at bo
technical contacts and this document will be upde
Il dentifier Recycling & Lifeti me

When a user is no | onger associated with an assig

should make every effort to informaat¢tdudSPssusihmag



that i denCnicfei earn. i denti fier is no |l onger in use, i
within 24 months @frtshisgd efnitngd Iddusteil.fdi eever be reall

They may be either programmati cal le, acsrs iggenneedr aatnedd
using an algorithm sufficiently unlikely to resul

“Persi dtbent

Rul es for Services
Any entity that UPKleases wethioce shouldelfionéow th
to ensur e attheatanpdr isvensi t i vneo tu saebru sdeadt aori sl ost .
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1. Mini mum Profile Support
Any i mpl ementation of sobuWwdreuppedtitbypnzrenvi merseshf
described in section 3.
1.
3
1

1.1. Attribute Requirements

All services need to submit tteRKleah tsdrbwitcee rmeayi
describe an agquiirbeud,e daessirr edP Krberwiolplt iagmgale.gat e t he
attribute requirements and make them publicly avai
in determining release policies.



6. 1.1
” ” ” UPN:Ied
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6.1. 2. Mai ntenance of User I nformation
User information should not be stvorsednumlfesgeriwve ces
i n which casm néeaeuimi @d muhoulTdilse mat ani zed. pri vacy
freshness of attributes, while minimizing the ris
6. 1. 2.
6. 1. 3. Log Retention
Services must maintain | og information on access
three months in accordance with Japanese | aw.
6. 1. 3.
3
6. 2. Rules for End User Organizations
End user organizations must al ways bear in mind t
in a federateystdédmayiarye obligated to protect wuse
i mproper di sclrovsiucrees, daenpde nsde on them for accurate
informed access control decisions. Technical i mpl
organizations to meet this responsibility.
6. 2.
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6. 2. 1. Mi ni mum Profile Support
Any i mpl ementation of software useddshypomd wddér od
the profiles described in section 3.
6. 2. 1.
3
6. 2. 2. Log Retention
Logs that record all transactions with all service
or glaznati on. These |l ogs should be maintained for at
include:
1)A timestamp recording the date and time of the
2) The principal about which attributes are asser
3) Al attributes asserted.
6. 2. 2.
1
1)
2)

3)



