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SP

ID (Microsoft Active Directory Kerberos)
Shibboleth IdP
ldP
ID SP
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NIS LDAP ADS ID Shibboleth IdP
IGTF (International Grid Trust Federation) MICS (Member

Integrated Credential Service)
IGTF/APGrid PMA (Policy Management Authority)
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NAREGI

— UMS (User Management Server)

RA ID

— Grid Portal
e UMS
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A D Grid User Certificate
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Logging in to
the NAREGI UMS
(User Management Server)
with its local account

Issuing Grid User Certificate with

“License ID” pre-obtained from the RA

and storing it to the UMS (first time)

Issuing Proxy Certificate
with decrypting
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Issuing Proxy Certificate
with decrypting
NAREGI . . i Grid User Certificate

_...Signingonto
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with decrypting
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Obtaining Kerberos Credential for SSO
to the NAREGI UMS and Portal

Showing Kerberos Credential,
Grid User Certificate is able to issue
for all users without exchanging

“License ID” (first time)

Showing Kerberos Credential,
no decryption is needed
on issuing Proxy Certificate
and signing on to the NAREGI Portal
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; Cybermedia Center, Osaka University “‘f'
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MICS

Member Integrated X.509 PKI Credential Service

v 11 v
® TeraGrid NCSA ( ?)
» NCSA
® The initial vetting of identity for any entity in the primary
authentication system that is valid for certification should be based
on a face-to-face meeting and should be confirmed via photo- ® TACC
identification and/or similar valid official documents. > Classic ?

1. Intro: MICS AP Goals MICS CA Examples

Leverage existing |dM infrastructures.

Generate end entity certificates based on a
membership or authentication system
maintained by an organization or federation
that last at most 1 year and 1 month.

MICS CA maps IdM identity to an X.509 Grid
certificate identity.

Define minimum security requirements.

+ NCSAMICS CA

— Provisionally accredited for TeraGrid

* Replaces F2F vetting with long-standing NSF Allocations
Peer Review process

« TACC MICS CA

— Seeking full accreditation for operation within
Texas; applies to more than one grid organization

— 1strecognized IdM: UT-System Federation
— 2nd candidate |dM: Texas A&M University System

T&g@ 10th EUGridPMAMLtg Istanbul 30May07 2 T&@@ 10th EUGridPMAMtg Istanbul 30May07

“IGTF Accrediation Review of MICS Authentication Profile (Update)”
by Marg Murray, TACC, 2007/05/30
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NAREGI Shibboleth

— NAREGI Grid Portal ( )
- ( )

UMS

 Shibboleth

— DN (Designated Name) LN (Local
Name)
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Shibboleth SP (Service Provider)
IdP DS (Discovery Service)
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@& Identity Provider Selection - Mozilla Firefox 3.1 Beta 2 (Build 20081201080242)
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E) S) JwH<—4(B) ScrapBook(S) W—il

@ - u https://sds.hpc.cme.osaka-u.ac.jp/ 77 v| |v

Select an identity provider

The Service you are trying to reach requires that yvou authenticate with your home nstitiiN
select it from the list below.

Choose from a list:

Federation Institution

Federation Name = | |https/ /22001 -test auth cmc osaka—uac jpfamserver -«
httpz:/ /22001 auth crme ogaka—u ac jp/amserver
httpz:/ /22002 auth crme ogaka—u ac jp/amserver

zauth hpc cmo.ozaka—uac jp

Select | Remember for session -

or

Federation

\Federation Name

All Sites

romc.osaka—u.ac.jp B

CcMC
IdP (Identity Provider)

Institution
|| https:/ /55001 -test auth.cme os
https.//ss001 auth.cmc .osaka=

https:/ /58002 auth cmec osaka—
sauth hpc.cme osaka—u.ac jp

Jp/amserver
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https://sauth.hpc.cmc.osaka-u.ac.jp:443 0 "Identity Provider (Kerberos Login)" [CH T3
2A-HRHEIRT-FEANLTLEEN

Search by keyword:

a-+%: manabu
D=k

for session -

Need assistance? Send mail to administrator's name with descri

/

o) o)

)

INTERNET.

J || Identity Provider Selection X .

CMC

(MS ActiveDirectory Server - Kerberos)
ID/

=

sds.hpc.cmc.osaka-v.acip @ G () &




|dP Shibboleth SP (Service Provider)

@ St AIDFTEE - Mozilla Firefox (Build 2008102920) MEIES
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NAREGI (Web UI) ID

UMS (User Management Server)

w NAREGI Grid Portal - Mozilla Firefox (Build 2008102920)
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NAREGI .
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- L < NAREGI
NIl - National Institute of Informatics

Nntlnn&! Research Grid Inltlo-l-Fvu.

Center for GRID Res

NAREGI Grid Portal

| Certificate Issue/Renewal

Account: manabu@ums_hpo.cme.osaka-u_ ac jp:22

Certificate DN: fC=IPf0=0saka University/OU=Cybermedia
Center/CN=manabu

Certificate Expiration: Wed Apr 1 2009 09:00:00 +0900

Grid Tools

UserManagementServer |icanse iD
* Logout

M81617sauth 171

Your Full Name lanabu Higazhida

* Proxy Certificate Registration

» Certificate Issue / Renewal

» Password Change

Your E-mail Address 1@ome . osaka—U ac jp

Enroll

MNew Private Key Passphrase

New Private Key Passphrase (Retype)

Copyright & 2004-2008 National Institute of Informatics. All Rights Reserved.
% | 4 NAREGI Grid Portal x

L4 | || ML AIDET=TER
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UMS CUI
“grid-certreq”
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UMS




When accessing to the SP (Service Provider),

from the list of IdP’s including
. ] ; IdP of Cybermedia Center
the access Is redirected to QS (Dlscc_Jvery ; of Osaka University...
Service) to select IdP (Identity Provider) , .
" Federation Institution

@ Identity Provider Selection - Mozilla Firefox 3.1 Beta 2 (Build 20081201080242)

A \Federation Name ~ | |https://sso01-test auth.cme.os
Z7ILE) BEE) Fwly) BE(S) Jyo¥—2(B) ScrapBook(S) YT} _';/ All Sites https://ss001 auth.cmc osaka-
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https:/ /58002 auth cmec osaka—

Jp/amserver
sauth hpc.cme osaka—u.ac jp

Select an identity provider

The Service you are trying to reach requires that yvou authenticate with your home nstitiiN
select it from the list below.

Choose from a list:

Remember for session «
Federation Institution

Federation Name = | |httpe/ /22001 -test auth cmc osaka—u ac jp/amserver -«

httpz:/ /22001 auth crme ogaka—u ac jp/amserver
httpz:/ /22002 auth crme ogaka—u ac jp/amserver
zauth hpc cmo.ozaka—uac jp

Select!

popup

Select | Remember for session -

d
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or Q https://sauth.hpc.cmc.osaka-u.ac.jp:443 @) "Identity Provider (Kerberos Login)® [N T3
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Search by keyword: a2—-¥%&: manabu

' : JIAD—~F: eeessccscsseee

Or S&ssSIoN v E r $‘.,-Jt}|’ \
Need assistance? Send mail to administrator's name with descri
Acquire authentication typing ID/Password for
INTERNETs accessing usual services from the Cybermedia
Center of Osaka University maintained by
Microsoft Active Directory (Kerberos)
J || Identity Provider Selection 4 k J
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sds.hpc.cmc.osaka-v.acip @ G () &
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— ID/

 Shibboleth
— DN ( Shibboleth EPPN )
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