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Traditional Triangle

Identity (Possible Contract)
“uService

Provider

\
2
Terms of Service \ Terms of Service
(TOS) Agreement \ ' (TOS) Agreement
N

User
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Digital Identity =&&

SAML OpenID
* Framework for addressing a » Simple scripting-friendly
variety of security, privacy, Enables SSO protocol for Web-wide
and trust goals direct interaction identity
* Extensive web SSO profile between IdPs and RPs . Sypporls a-;ltlnbute transfer
via extension

with attribute transfer

* Reusable security token * Its original design prioritized

Web scalability over security

format
* |dP discovery is typically * |dP discovery is solved
handled out of band, by dereferencing the
varying by use case Enables ID of the user or IdP
user-centric
identity Has goals of
Integrates uniform user
with web services; experience and
is XML-based self-asserted
attributes
InfoCard

* Client-centered WS- profile and interface for attribute
transfer and user authentication with consent; can
be used with SSO
* Addresses security and privacy goals such as
phishing resistance and |dP-to-RP unlinkability
* |dP discovery is built into card mechanism

Legend i Eve Maler - VennOfldentity.org
1dP Identity provider The venn Of Identlty Acknowledgments: Gary Ellison,
RP  Relying parly September 2009 Johannes Emst, Paul Madsen,
S50  Single sign-on Jeff Hodges, Ashish Jain, many others
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SAML/Shibboleth

(ID-Federation Framework)

SAML2
“Phase 1” _ID-FF Vl';l' _ID-FF Vl‘_z adoption as
. (Liberty Federation) (Liberty Federation) Lib Federation
Liberty Apr
Alliance 2005

SAML V1.0 SAML V1.1

OASIS Nov Mar
SSTC 2002 2005
(Security Service TC)
Participation
Internet2 Shib 1.0/1.1 Shib 1.2 SRz
Shibboleth ~» adoption in
lbbolet APls APIs Shib V2 APIs
Jul/Aug Apr Mar
2003 2004 2008

http://www.xmlgrrl.com/publications/SAML-Liberty-11Wb-Dec2006.pdf [ZNEE
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OpeniD

Over 1 Billion

— I P I r
5 O“zenlzliz) (1):50 OpeniD 2.0 Enable Accounts! P et
o \ {May ) (Dec 2007) 1440 (Soon!)
o : E =
= ] |
' ' Contract Exchange
c SREG 1.0 sl o2 4
) .
2 Mar 2006} (Dec 2007) ! XRD Discovery
24 PAPE 1.0
c (Mar 2009)
Q9 (Dec 2008) -
0 UX Extension
(Mar 2009)
790 1
2 SXIP joined OpenlD X :
o (Jun 2006) Phone-based ,
© i ' 2 —factor auth
o MSFT Cardspace
et integrate s with OpenlID
£ ( Feb 2007)
1 1
Porta ble Contacts f '
Oauth 1.0 |
S (Dael: 2007) T [ Open Identity for Open Gov O(asuth ZI)O
% Act|V|ty Streams NSTIC s
W (FB, MS, Yahoo) I T
o 60 — e OIX Launched
0 20 l (Mar 2010)
I 1 | | T
[ I I I
2005 2006 2007 2008 2009 2010 2011 2012
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http://www.slideshare.net/bkkissel/openid-foundation-update-at-rsa-conference [Z1Z&
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* http://openidentityexchange.org/what-is-a-trust-framework

ldentity

L Service = e He[j,-:m;J

Provider

a Contracts with the Trust Framework Provider for implementing requirements set by Policymakers

4—p Other agreements potentially affected by requirements set by Policymakers
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