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SP

shibboleth (SP version2.0)
Apache HTTP Server 2.2
Apache Tomcat 5.5.25
Java 5 (Plone
CentOS Gnu Java

0S

oS
OS Cent0S5.1

Web (HTTP
unixODBC
Java Tomcat
SP shibd
DNS
DNS
ntp ntp

Shibboleth

Sun

Java



jdk6 tomcat6
tomcat5-5.5.17-8
tomcat5-5.5.25

jdk 6.0
http://java.sun.com/javase/ja/6/download.html jdk-6u5
-linux-i586-rpm.bin
chmod a+x jdk-6u5-linux-i586-rpm.bin
Jjdk-6u5-linux-i586-rpm.bin
tomcat6.0.16
http://tomcat.apache.org/download-60.cgi apache-

tomcat-6.0.16.tar.gz  /usr/java

cd /usr/java
tar zxvf apache-tomcat-6.0.16.tar.gz

In -s apache-tomcat-6.0.16 /usr/java/tomcat

jsvc

make  jsvc

$CATALINA_HOME/bin

cd /usr/java/tomcat/bin
tar xzvf jsvc.tar.gz

cd jsve-src

Jconfigure

make

cp jsvc ..

cp native/Tomcat5.sh /etc/rc.d/init.d/tomcat

letc/rc.d/init.d/tomcat

chkconfig

# chkconfig: - 86 15
# description: Tomcat

# processname: tomcat




JAVA_HOME
CATALINA_HOME
DAEMON_HOME
CATALINA_BASE

JAVA_HOME-=/usrl/java/default
CATALINA_ HOME=/usr/local/tomcat
DAEMON_HOME=$CATALINA_HOME
CATALINA_BASE=$CATALINA_HOME

tomcat “tomcat”

TOMCAT_USER=tomcat

"tomcat”
( H/"

chwon —R tomcat: /usr/java/tomcat/

( L )

chkconfig --add tomcat

chkconfig --level 345 tomcat on

letc/profile

JAVA_HOME-=/usr/java/default
MANPATH=$MANPATH:$JAVA_HOME/man
CATALINA_HOME=/usr/java/tomcat
TOMCAT_HOME=$CATALINA_HOME
PATH=3$JAVA_HOME/bin:$CATALINA_HOME/bin:$PATH
export PATH JAVA_HOME CATALINA_HOME




shibboleth
shibboleth-SP

http://shibboleth.internet2.edu/downloads.html

shibboleth-SP

log4shib-1.0-1.i386.rpm
log4shib-debuginfo-1.0-1.i386.rpm
log4shib-devel-1.0-1.i386.rpm
log4shib-doc-1.0-1.i386.rpm
opensaml-2.0-6.i386.rpm
opensaml-debuginfo-2.0-6.i386.rpm
opensaml-devel-2.0-6.i386.rpm
opensaml-docs-2.0-6.i386.rpm
shibboleth-2.0-6.i386.rpm
shibboleth-debuginfo-2.0-6.i386.rpm
shibboleth-devel-2.0-6.i386.rpm

shibboleth-docs-2.0-6.i386.rpm
xerces-c-2.8.0-1.i386.rpm
xerces-c-debuginfo-2.8.0-1.i386.rpm
xerces-c-devel-2.8.0-1.i386.rpm
xerces-c-doc-2.8.0-1.i386.rpm
xml-security-c-1.4.0-1.i386.rpm
xml-security-c-debuginfo-1.4.0-1.i386.rpm
xml-security-c-devel-1.4.0-1.i386.rpm
xmltooling-1.0-6.i386.rpm
xmltooling-debuginfo-1.0-6.i386.rpm
xmltooling-devel-1.0-6.i386.rpm
xmltooling-docs-1.0-6.i386.rpm

shibboleth-SP

# rpm -ivh log4shib-1.0-1.i386.rpm ¥
xerces-c-2.8.0-1.i386.rpm ¥
xml-security-c-1.4.0-1.i386.rpm ¥
xmltooling-1.0-6.i386.rpm ¥
opensaml-2.0-6.i386.rpm ¥
shibboleth-2.0-6.i386.rpm

unixODBC

http://www.unixodbc.org/




httpd

[etc/httpd/conf.d/ssl.conf ServerName

ServerName upkishibSP.nii.ac.jp:443

shibd
shibd OS

( C )

# chkconfig --add shibd
# chikconfig --level 345 shibd on

shibboleth
shibboleth /etc/shibboleth
/var/log/shibboleth
SP
UPKI SSO
SP
https: fplouptkail . ni i . ac.

SP

DS

i p/ SSO/ Repository

UPK



shibboleth2.xml
letc/shibboleth/shibboleth2.xml

<Host name="sp.example.org">

62 <Host name="upkishibSP.nii.ac.jp"> -
63 <Path name="secure" authType="shibboleth" requireSession="true"/>
64 </Host>
(D
7 <ApplicationDefaults id="default" policyld="default"
78 entitylD=https://upkishibSP.nii.ac.jp/shibboleth-sp
79 homeURL="https://upkishibSP.nii.ac.jp/index.html"
80 REMOTE_USER="eppn persistent-id targeted-id"
81 signing="false" encryption="false"
82 >

Default example directs

104 <!I-- Default example directs to a specific IdP's SSO service
(favoring SAML 2 over Shib 1). -->
105 <Sessionlnitiator type="Chaining" Location="/Login" isDefault="true"

id="Intranet" relayState="cookie"

106 entitylD="https:// upkishibldP.nii.ac.jp w
1

metadat a Il dPentityl D
107 <Sessionlnitiator type="SAML2" defaultACSIndex="1"
template="bindingTemplate.html"/>
108 <Sessionlnitiator type="Shib1" defaultACSIndex="5"/>
109 </Sessionlnitiator>
() !
129 <Sessionlnitiator type="Chaining" Location="/DS" isDefault="false" id="DS"
relayState="cookie">
130 <Sessionlnitiator type="SAML2" defaultACSIndex="1" template=
"bindingTemplate.htmlI" acsBylndex="false"/>
131 <Sessionlnitiator type="Shib1" defaultACSIndex="5" acsBylndex="false"/>
132 <Sessionlnitiator type="SAMLDS" URL="https://upkishibDS.nii.ac.jp/ds/WAYF"/>
133 </Sessionlnitiator> t DS
Example of locally maintained metadata
217 <I-- Example of locally maintained metadata. -->
218 <l >
219 <MetadataProvider type="XML" file=" /etc/shibboleth /partner-metadata.xml"/>
220 <l > 1

221 </MetadataProvider>




httpd

service httpd start
tomcat

service tomcat start (jsvc
shibd

service shibd stop
httpd

service httpd stop
tomcat

service tomcat start (jsvc
shibd

service shibd stop

sp
httpd shibd

# service httpd restart

# service shibd restart

SP
SP
https://localhost/Shibboleth.sso/Status

( localhost
ok SP



IdP SP
IdP IdP

SP

Nvariwww/html/secure/phpinfo.php

<?php phpinfo(); 2>

SP IdP
IdP
/opt/shibboleth-idp-2.0.0/metadata/idp-metadata.xml
IdP  <EntityDescriptor> </EntityDescriptor>

SP  /etc/shibboleth/partner-metadata.xml

<EntitiesDescriptor Name="urn:mace:shibboleth:testshib:two"
¢ )
<EntityDescriptor entitylD="https:// upkishibldP.nii.ac.jp/idp/shibboleth">
¢ ) 1 IdP
</EntityDescriptor>

¢ )
</EntitiesDescriptor>

IdP SP
SP  /etc/shibboleth/partner-metadata.xml
SP  <EntityDescriptor> </EntityDescriptor>
IdP  /opt/shibboleth-idp-2.0.0/metadata/idp-metadata.xml

<EntitiesDescriptor Name="urn:mace:shibboleth:testshib:two"
« )

<EntityDescriptor entitylD="https:// upkishibSP.nii.ac.jp/idp/shibboleth">
¢ ) f SP

</EntityDescriptor>




SP, IdP

SP
https:// upkishibSP /secure/phpinfo.php

IdP ID,
IdP (LDAP
eduPersonPrincipalName )
IdP
PHP Variables
variable value
_SERVER[“unscoped-affiliation”] faculty
[etc/shibboleth/shibboleth2.xml DS
IdP DS

Default example directs

relayState="cookie">

104 <!I-- Default example directs to a specific 1dP's SSO service
(favoring SAML 2 over Shib 1). -->
105 <Sessionlnitiator type="Chaining" Location="/Login" isDefault="false" —false
id="Intranet" relayState="cookie"
106 entitylD="https:// upkishibldP.nii.ac.jp /shibboleth">
107 <Sessionlnitiator type="SAML2" defaultACSIndex="1"
template="bindingTemplate.html"/>
108 <Sessionlnitiator type="Shibl" defaultACSIndex="5"/>
109 </Sessionlnitiator>
) | true
129 <Sessionlnitiator type="Chaining" Location="/DS" isDefault="true" id="DS"
130 <Sessionlnitiator type="SAML2" defaultACSIndex="1" template=
"bindingTemplate.html" acsBylndex="false"/>
131 <Sessionlnitiator type="Shibl" defaultACSIndex="5" acsBylndex="false"/>
132 <Sessionlnitiator type="SAMLDS" URL="https://upkishibDS.nii.ac.jp/ds/WAYF"/>

133

</Sessionlnitiator>




m /etc/httpd/conf.d/ssl.conf

SSL CertificateFile /etc/shibboleth/cert/upkishibSP.crt
SSL CertificateKeyFile /etc/shibboleth/cert/upkishibSP.key -
#SSLCACertificateFile /etc/pki/tls/certs/ca-bundle.crt
SSLCACertificatePath /etc/shibboleth/cert/CA ~CA

letc/shibboleth/cert/CA
CA
UPKI https://upki-portal.nii.ac.jp/cerpj

m /etc/shibboleth/shibboleth2.xml

<!-- Simple file-based resolver for using a single keypair. -->
<CredentialResolver type="File" key="cert/upkishibSP.key" certificate="cert/upkishibSP.crt"/>

N 1

UPKI SSO SP

https://upki-portal.nii.ac.jp/SSO/Repository
UPK



<EntityDescriptor entityl D="https://upkishibSP.nii.ac.jp/idp/shibboleth">
<IDPSSODescriptor protocolSupportEnumeration="urn:mace:shibboleth:1.0
urn:oasis:names:tc:SAML:2.0:protocol ">
<KeyDescriptor>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>
MI1DOzCCAIOgAWIBAgIUdT J60iEccCjrtDyDaeBXTIRpfPewDQY JKoZIhveNAQEF
BQAWHzEdMBSGA1UEAXMUdXBraXxNoaW IxMS5uawkuYWMuanAwHhcNMDgwNzA4MTAz
NTQWWheNMjgwNzA4MTAz NTQWWjAfMROWGWYDVQQDEXR1cGtpe2hpYjEXLm5passh
Yy5qcDCCASIWDQYJIKoZIhveNAQEBBQADGIEPADCCAQOCYGEBAJIIKOSKZI2Tz7tPg
1HVHWv7g7bCYNL7Zx111eNwDyd1ZIURAfmSzZTNP67YPSMPLaA4upkY M51JmHgskZ
GvbjNgfma+imNVo/R7J0LL6ucSgL++ax25XKImViCspQpgY PiFsavoF6JwciRdwk

zeUkhJo0zZWZ1r SxeAev AuW JfOhDwel Cyry5u2ZNIjDNLFI6uzpPETv3DSMxwevs

tHggaq9917DSnH4ZhiBhXL3pd+g0gywOouuew9wtizZ6KpTtTII3InuTM6KiCG5M
1yv7HVCcIKtwkVAooF/LMPP9ofkZeuqzpc8T6Wg+zaUUsIKhEDhon4Zb/rt9tS3vB
JFpYBS8CAWEAAaNVMGOWTAYDVRORBEUwWQ4IUdXBraXNoaWIxMS5uawkuYWMuanCG
K2h0dHBzOi8vdXBraxXxNoaWIxMS5uaW kuYWMuanAvaWRwL3NoaW Jib2xldGgwHQYD
VROOBBYEFC0oPX1g00jzXICTZT7173KcHkIJSHMAOGCSqGSIb3DQEBBQUAA4IBAQAW
GnudDV3eqTNLZPGH8zIJWHCT8Az7CtG40alNRJIzirbZI1+r4X7Zuq5ZLv+n9EJ6rbd

XRWh6bIx9Y TLKcLvz XXx0ZM4fy6RFyJ+8gCDTXig0gDgVpng66xfIBi7ahjGlJgn6
xXwdYFE50zL C3qwrZ9kykXCy2EL LHfb3Z/g109fZZy7gjn77m1tDfWcs4M3NFCfL

zKbGNi+5a05w/wLkxpEaP8NPTHKbN3E+EXQDik7QQ0OqGJ0+JEUYLAPOB6HTGGCs5i

YU+cTQ5QSgjfs SweZQt61jQUzlyh KOAWNazbr RG VFCVIwoYI0hkpmGMSb4Jjxo6E

61psWSAHIehx6L2F9Eat

</ds:X509Certificate>

—




</ds:X509Data>
</ds:KeylInfo>
</KeyDescriptor>
<NamelDFormat>urn:mace:shibboleth:1.0:nameldentifier</NamelDFormat>
<NamelDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NamelDFormat>
<SingleSignOnService Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"
Location="https://upkishibSP.nii.ac.jp/idp/profile/Shibboleth/SSO" />  ~
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://upkishibSP.nii.ac.jp/idp/profile/SAML2/POST/SSO" />
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://upkishibSP.nii.ac.jp/idp/profile/SAML2/Redirect/SSO" />
</IDPSSODescriptor>
<Organization>
<OrganizationName xml:lang="en">Test SP</OrganizationName>
<OrganizationDisplayName xml:lang="en">Test SP</OrganizationDisplayName>
<OrganizationURL xml:lang="en">http://YourHomePage/</OrganizationURL> URL
</Organization>
<ContactPerson contactType="technical">
<GivenName>YourGivenName</GivenName>
<SurName>YourSurName</SurName>
<EmailAddress>YourEmailAddress</EmailAddress>  « e-mail
</ContactPerson>

</EntityDescriptor>

SP upki-sso-help
@nii.ac.jp
DS

https://upki-portal.nii.ac.jp/SSO/Repository
UPK



UPKI SSO

upkfie-thet adat a. x ml part-metadata. x ml
/[ etc/ shibbol-mehagdgat aneml
https: fp/ouptkail . ni i . ac.jp/ SSO/ Repository
UPK
IdP

IdP



Pl oneSP

SP Plone Shibbleth
plone Zope
Web

http://plone.org/products/plone

NIl Pl ooB6.6Uni fiedlngtzall er .t
plone Zope
/tmp/plone

#tar zxv-806&Ubnhtiedlngtadl er .t
#clHt mp/ pPbr3meB-Uni fiedlnstaller
#./ i nstal hdahosea

Zope

# lopt/Plone-3.0.6/bin/mkzopeinstance.py

Directory: /opt/Plone-3.0.6/zinstance/Products
Username:admin [ @admi n]
Password:******

Verify password::****** _

# lopt/Plone-3.0.6/zinstance/bin/runzope
# lopt/Plone-3.0.6/zinstance/bin/zopectl start




Plone Site

URL
http://localhost:8080/manage

Plone Site add
fPlone Content v|  add |
Falder (Qrdered) -l

Farm Controller Tool
Farmulator Form
Group User Folder
Image

rMail Host

Page Template
Plone Content

Plone Tool [g

PartalTransforms Tool
RAM Cache Manager

Id Title Menbership source Description Add Plone Site
Id PloneSite ID URL
Plone
Title Plone Site Site
Menbership source 2

Create a new user folder in the portal
Plone Site

I have an existing user folder and want to use that instead
Zope

Zope

Description Plone Site Site



Web http://localhost:8080/plone/

WAL £.- L

FEY g 1] L 3

AEGT kDB
BRDIERNE B4

LA L - " roosw 1M

Welcome to Plone

This weeliame page i eted 18 Biroduce yee to the Plone
REnim Content Management System,

4 Hdl

08" X  » & £
o 3 1

plone-shibbleth

URL
URL
http://tid.ithaka.org/software

AutoUserMakerPASPIlugin.zip

ShibbolethLogin.zip

ShibbolethPermissions.zip

/opt/Plone-3.0.6/zinstance/Products

Web Plone
[ ]
[
]
AutoUserMakerPASPlugin
ShibbolethLogin

ShibbolethPermissions

(http://localhost:8080/Plone)
]

Plone



Zope (ZMI) acl_users

Site — Microsoft Internet Explorer

JrME REE ®TAM BRCANGE w-LD AuHE
Qr:- © HNEG Lo derncn @ R ®B-1) 38 3
FHELAD |ﬁj htips:/Fupkishibl niiac.jp/manage_main v| T58h
Coogle |[Cl+ v BE P [OF =4
-~
- Contents | Y view | Properties | Security | Undo | Ownership | Interfaces | Find | Workfows |
2 plone Site at / Help!
Select type to add... VH Add ]
Type Name Size Last Modified
[] ™ HTTPCache 2008-04-21 18:24
O MailHost 2008-04-21 18:24
O & Members (2—') # 1Kb 2008-05-29 16:19
[ »* RaMCache 2008-04-21 18:24
[] ™ ResourceRegistryCache (Cache for saved ResourceRegistry files) 2008-04-21 18:24
[ Glacl_users 2008-04-21 19:02
[J & archetype_tool 2008-04-21 18:24
[ @ caching_policy_manager 2008-04-21 18:24
[ % content_type_registry 2008-04-21 18:24
.4} [x] error_log 2008-04-21 18:24
[ [ events (k) @ 1Kh 2008-04-21 18:24
[ & front-page (£5Z% Plone ~) # 3 Kb 2008-07-09 14:32 v
&) S @ Aotk

AutoUserMakerPASPlugin

aclusers — Microsoft Internet Explorer

e REE FTW BRCANE U-LD ALFH
O -0 HEAG Po=deomcvw @ -5 mw-|J I B
TELAD) ‘Ej https:/Aupkishibl nii.ac jp/ac| users/manaee_main V| 1£8h
Google (G- v |0 D #E
Lo’
Type Name Size Last Modified
] 1?; AutoUserMakerPASPlugin (AutoUserMakerPas Dlugin)] 2008-04-25 00: 48
O B ShibbolethLogin {ShibbalethLogin Plugin} 2008-05-29 15:06
| ¥ shibbolethPermissions (ShibbolethPermissions Plugin) 2008-04-21 19:02
O auto_group (Automatic Group Provider) 2008-04-21 18:24
[ &7 chooser 2008-04-21 18:24
[] = credentials_basic_auth {HTTP Basic Auth) 2003-04-21 18:24
] \ credentials_cookie_auth 2008-04-21 18:24
] Ellocal_roles 2008-04-21 15:24
| mutable_properties 2008-04-21 18: 24
] Y= plugins 2008-04-21 18:24
] F portal_rale_manager 2008-04-21 18:24
O session 2003-04-21 18:26
[ & sniffer 2008-04-21 18:24
[ B source_groups 2008-04-21 18:24
F Ssourceiusers 2008-04-21 18:24
O user_factory (Plone User Factory) 2008-04-21 18:24
[ Rename ] [ Copy ] [ Delete ] [ Irnport/Export ] [ Select all B
~
&l 8 B 18—t




llsavell

User Setup Headers
- User ID: HTTP_EPPN
- user's full name: HTTP_GIVENNAME
- User's description: HTTP_SHIB_ORGPERSON_TITLE
- User's email: HTTP_MAIL
- User's locality: HTTP_SHIB_ORGPERSON_LOCALITY
- User's state: HTTP_SHIB_ORGPERSON_STATE
- User's country: HTTP_SHIB_ORGPERSON_C
User Mapping Headers
-HTTP_EPPN
User Sharing Headers

- HTTP_EPPN
HTTP_EDUPERSON_ORG_UNIT_DN

- User ID

Organization

A aclusers — Microsoft Internet Explorer |Z||E|E|
LB REER R BREANE w-D ALFH 1’,'

O - © HNRAG Purdeoran @ R ®W- ) JE B3

PRV [E] https:#upkishib niiacjp/ac] users/ Auta UserMakerPASPlugin/manage el v| B 8
Google |G+ v |#EFEe?® (OHE~
-~

User Setup Headers =

HTTP Headers as made available by Apache/Shibboleth. See your Shibboleth's A4P.«ml. Enter one per line. User setup
will use the first available value,

‘HTTPJPPN

User 1D {for example, HTTP_X_REMOTE_USER)

HTTP_GIVENHAME
User's full name (HT TP_SHIB_PERSOMN_COMMONNANME)

HTTP_EDUPERSON AFFILIATION

User's description (HTTP_SHIB_ORGPERSOMN_TITLEY

HTTP_MAIL
User's email (HTTP_SHIB_INETORGPERSON_MAIL)

HTTP_EDUPERSON_ORG_UNIT_DN

User's locality (HTTR_SHIB_ORGPERSOMN_LOCALITY)

HTTP_SHIBE_ORGPERSOHN_STATE

User's state (HTTP_SHIB_ORGPERSOM_STATE)

HTTP_SHIE_ORGPERSON C

User's country (HTTP_SHIB_ORGPERSOMN_CY

] -siETehELE B @ 1a-msk




Authz Values HTTP_EPPN

3 acl users crosoft Internet Explorer
JrAE REE FTW BRLADGE Y-LD ALTH 7

Q= -Q KRG Ovreeron @ - - ) JE B

TELAD |ﬂj httpss/ Aupkishibl nii.acjp/acl users/dutozer Maker PASPlugin manage_contiz L4 ‘ i8&h
Google [G+ v ® Q) EEY
~

r—
- oOptions ([_Authz ) Activate | Unde | Ownership | Interfaces | Security | Properties |
‘ Apache Authenticatipn at /acl_users/AutoUserMakerPASPlugin

Domain Name Btripping

O Do not strip domaifnames from usernames.,

@ Strip domain namgh from all usernames.

O Strip domain namfes from all usernames in the domain(s) below. Enter one per line.

User Se%p Headers g
& I O @ Aok

icrosoft Internet Explorer
B REE FTRW BRCANE  w-LD AN [

On- O RNEAG P mn@ 3% @-L 3K S

TELAD |EJ https:/Aupkishibl.niiac.jp/acl_users/ Auto User Maker PASPlug in/manage_authz ~ | k2]
Google |[C~ L ed D EE-
~

_ Options | Authz | Actvate | Undo | Ownership | Interfaces | Security | Properties |

kS Apache Authentication at /acl_users/AutoUserMakerPASPlugin

Add Role Mapping

Roles

Source
Contributor Editor Manager Owner Reader Reviewer

values

User Group(s)
Administrators

I O 0 0 0o 0 O Reviewers

These walues are python regular expressions that will be compiled as raw strings. See the python re module
documentation and Dive Into Python's Regular Expressions chapter. The member role is always given. To map an
existing user to a Shibboleth user, select the existing user id from the drop down list. In this case, roles given here

are ignored (the Shibboleth user gets the already existing Plone user's roles).

53

S @ -k

 [E]IE




Shibboleth Login "save" "

shibboleth2.xml
IdP DS upkishib10.nii.ac.jp  upkishibl.nii.ac.jp

The Shibboleth provider ID
The URL to use by the Identity Provider
- https:/lupkishibSP.nii.ac.jp/Shibboleth.sso/SAML2/POST
labels for the URLSs below
- Test IdP
Test DS
URLSs to redirect to for initiating a session. letc/shibboleth/shibboleth2.xml
- https:/lupkishibSP.nii.ac.jp/Shibboleth.sso/Login
https://upkishibSP.nii.ac.jp/Shibboleth.sso/DS P.9
The URL to redirect to for terminating a session
- https://lupkishibl.nii.ac.jp/Shibboleth.sso/Logout

a acl users — Microsoft Internet Explorer E‘Elg‘

SrfE REER FTUW  BRICADE YLD ANTH) o

Oz - O HEG Poxr deomcr @ iz w-[, 3

PELAD! E] https://upkishib nii ac.jp/scl users/ShibbolethLogin/manage._confie v| B s#

Google |G- vl [SF:=24
~

_ Options | Activate | Unde | Ownership | Interfaces | Security |  Properties |

# shibboleth Login at facl_users/Shibbolethl ogin

Shibboleth Login URL

The Shibboleth provider 1D (zee your shibboleth.zml).

|https';’i’upk\5h\h1 nii.ac.jp/Shibboleth. sso/SAML2/POST |
The URL to use by the Identity Provider. Probably something like https://hostname/Shibboleth. S30/3AML/POST.

Test IdP1
Test IdPZ
Test D3

Labels for the URLs, below. One per line in the same order as the URLs.

heeps://upkishibl.nii.ac. jp/Shibbolech. sso/Login
hoeps://upkishibl.nii.ac. jp/Shibbolech. ss0/ Loging
https://upkishibl.nii.ae. jp/Shibboleth. sso/D3

URLs to redirect to for initiating a session. The URL to return to will be appended to this value. This could be
something like https://hostnawe/ Shikboleth.sso/Sessionlnitiatorlocation?earget= where the hostname is
the system running the service provider and SessionInitiatorLocation is as defined in shibboleth xml. This can also
be something like https://idp.protectnetwork.org/ protectnetwork-idp/ 350,

https:#upkishibl.nii.ac.jp/Shibboleth. ss0/Logaout

The URL to redirect to for terminating a session. The URL to return to will be appended to this value. This should be
something like https://hostname/ Shibboleth.sso/Logout ?return= where the hostname is the system running
the service provider. This will only be used when the first login entry ends with an = sign.

& 8 @ 1or-tuk




ssl.conf

<VirtualHost _default_:443>

ProxyRequests Off
ProxyPass /Shibboleth.sso !
ProxyPass / http://127.0.0.1:8080/VirtualHostBase/https/upkishibSP.nii.ac.jp:443/plone/VirtualHostRoot/
<Location />
AuthType shibboleth
ShibRequireSession Off
ShibUseHeaders On
Require shibboleth

</Location>

</VirtualHost>

[etc/shibboleth/attribute-map.xml

<!l-- First some useful eduPerson attributes that many sites might use. -->

<Attribute name="urn:mace:dir:attribute-def:eduPersonAffiliation" id="unscoped-affiliation"> -

{

<Attribute name="urn:mace:dir:attribute-def:eduPersonAffiliation" id="eduPerson_Affiliation">

<Attribute name="urn:0id:1.3.6.1.4.1.5923.1.1.1.1" id="unscoped-affiliation"> -

{

<Attribute name="urn:0id:1.3.6.1.4.1.5923.1.1.1.1" id="eduPerson_Affiliation">

<l-- Some more eduPerson attributes, uncomment these to use them... -->

<!--Examples of LDAP-based attributes, uncomment to use these... --> -




/etc/shibboleth/attribute-policy.xml

<l--

<afp:AttributeRule attributelD="affiliation"> -
<afp:PermitValueRule xsi:type="AND">
<RuleReference ref="eduPersonAffiliationValues"/>
<RuleReference ref="ScopingRules"/>
</afp:PermitValueRule>
</afp:AttributeRule>
<afp:AttributeRule attributelD="unscoped-affiliation">
<afp:PermitValueRuleReference ref="eduPersonAffiliationValues"/>
</afp:AttributeRule>
<afp:AttributeRule attributelD="eppn">
<afp:PermitValueRuleReference ref="ScopingRules"/>

</afp:AttributeRule> -->




IdP IdP  upkishib10.nii.ac.jp
m /opt/shibboleth-idp-2.0.0/conf/attribute-resolver.xml

<!-- Schema: Core schema attributes-->

<resolver:AttributeDefinition id="email" xsi:type="Simple" xmIns="urn:mace:shibboleth:2.0:resolver:ad"
sourceAttributel D="mail"> -
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:mail" />
<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:0.9.2342.19200300.100.1.3" friendlyName="mail" />
<[resolver:AttributeDefinition>
<resolver:AttributeDefinition id="givenName" xsi:type="Simple" -
xmlIns="urn:mace:shibboleth:2.0:resolver:ad" sourceAttributelD="givenName">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:givenName" />
<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:oid:2.5.4.42" friendlyName="givenName" />

</resolver:AttributeDefinition>

<l-- Schema: eduPerson attributes -->
<resolver:AttributeDefinition id="eduPersonAffiliation" xsi:type="Simple" -

xmlns="urn:mace:shibboleth:2.0:resolver:ad"  sourceAttributel D="eduPersonAffiliation">

<resolver:Dependency ref="myLDAP" />

<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:eduPersonAffiliation" />

<resolver:AttributeEncoder xsi:type="SAML2String" xmlIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:1.3.6.1.4.1.5923.1.1.1.1" friendlyName="eduPersonAffiliation" />

</resolver:AttributeDefinition>




<resolver:AttributeDefinition id="eduPersonEntitlement" xsi:type="Simple"
xmlns="urn:mace:shibboleth:2.0:resolver:ad" sourceAttributelD="eduPersonEntitlement">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="SAML1String" xmlIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:eduPersonEntitlement" />
<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:1.3.6.1.4.1.5923.1.1.1.7" friendlyName="eduPersonEntitlement" />
</resolver:AttributeDefinition>
<resolver:AttributeDefinition id="eduPersonOrgUnitDN" xsi:type="Simple"
xmlns="urn:mace:shibboleth:2.0:resolver:ad" sourceAttributelD="eduPersonOrgUnitDN">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="SAML1String" xmlIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:eduPersonOrgUnitDN" />
<resolver:AttributeEncoder xsi:type="SAML2String" xmlIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:1.3.6.1.4.1.5923.1.1.1.4" friendlyName="eduPersonOrgUnitDN" />
</resolver:AttributeDefinition>
<resolver:AttributeDefinition id="principalName" xsi:type="Scoped”
xmlns="urn:mace:shibboleth:2.0:resolver:ad" scope="nii.ac.jp" sourceAttributelD="remoteUser">
<resolver:Dependency ref="remoteUser" />
<resolver:AttributeEncoder xsi:type="SAML1ScopedString"
xmlIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:eduPersonPrincipalName" />
<resolver:AttributeEncoder xsi:type="SAML2ScopedString"
xmlns="urn:mace:shibboleth:2.0:attribute:encoder" name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6"
friendlyName="eduPersonPrincipalName" />
<[resolver:AttributeDefinition>
<resolver:AttributeDefinition xsi:type="PrincipalName" xmlIns="urn:mace:shibboleth:2.0:resolver:ad"

id="remoteUser" />




<l-- >

<!-- Data Connectors -->
<l-- ->
<!l-- Example Static Connector --> -

<!l-- Example LDAP Connector -->
<resolver:DataConnector id="myLDAP" xsi:type="LDAPDirectory"
xmins="urn:mace:shibboleth:2.0:resolver:dc"
IdapURL="Idap://upkishibl0.nii.ac.jp" baseDN="o0=Test_University_A,dc=ac,c=JP"  LDAP
principal="cn=olmgr,0=Test_University_A,dc=ac,c=JP"
principalCredential="csildap">
<FilterTemplate>
<I[CDATA[
(eduPersonPrincipalName=$requestContext.principalName)
1>
</FilterTemplate>

</resolver:DataConnector>

LDAP
<resolver: Dependency ref="myLDAP"
<resolver: Dependency ref="staticAttr

<! -Example Stati-c Connector

<resolver: DataConnector id="staticAt

xmlns="urn: mace: sbi bbol dth>2.0:res

utes" |/

ri

butes

X



m /opt/shibboleth-idp-2.0.0/conf/attribute-filter.xml

<!-- Example Static Connector -->
<!-- Release the transient ID to anyone -->
<AttributeFilterPolicy id="releaseTransientldToAnyone">
<AttributeRule attributelD="transientld"> -
<PermitValueRule xsi:type="basic:ANY" />
</AttributeRule>
<AttributeRule attributelD="principalName"> -
<PermitValueRule xsi:type="basic:ANY" />
</AttributeRule>
<AttributeRule attributelD="givenName"> -
<PermitValueRule xsi:type="basic:ANY" />
</AttributeRule>
<AttributeRule attributelD="eduPersonAffiliation"> -
<PermitValueRule xsi:type="basic:ANY" />
</AttributeRule>
<AttributeRule attributelD="eduPersonOrgUnitDN"> -
<PermitValueRule xsi:type="basic:ANY" />

</AttributeRule>




] SP 1dP /opt/shibboleth-idp-2.0.0/metadata/

idp-metadata.xml

<EntityDescriptor entityl D="https://upkishibSP.nii.ac.jp/idp/shibboleth"> ~
<IDPSSODescriptor protocolSupportEnumeration="urn:mace:shibboleth:1.0
urn:oasis:names:tc:SAML:2.0:protocol ">
<KeyDescriptor>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>
MI1DOz CCAIOgAWIBAgI UdT J60i EccCjrtDyDaeBXTIRpfPewDQY JKoZIhveNAQEF
BQAWHzEdMBsGAL1UEAXMUdXBraXNoaWIxMS5uawkuYWMuanAwHhcNMDgwNzA4MTAz
NTQWWheNMjgwNzA4MTAz NTQWW JAFMROWGWYDVQQDEXR1cGtpe2hpYjEXLmS5passh
Yy5qcDCCASIWDQY JKoZIhveNAQEBBQADGIEPADCCAQOCYGEBAJIIKOSKZI2T27tPg
1HVHWv7g7bCYNL7Zx111eNwDyd1ZIURAfmSzTNP67YPSMPLaA4upkY M51JmHgskZ
GvbjNgfma+imNVo/R7JOLL6ucSgL++ax25XKImViCspQpgY PiFsavoF6JwciRdwk
zeUkhJo0zZWZ1rSxeAevAuW Jf9hDwel Cyry5u2ZNIjDNLFI6uzpPETv3DS Mxwevs
tHggaq9917DSnH4ZhiBhXL3pd+g0gywOouuew9wtizZ6KpTtTH3INuTM6KiCG5M
1yv7HVCcIK twk VAooF/LMPP9ofkZeuqzpc8T6Wg+zaUUsIKhEDhon4Zb/rt9tS3vB
JFpYBS8CAWEAAaNVMGOWTAYDVRORBEUWQ4IUdXBraXNoaWIxMS5uaWkuYWMuanCG
K2h0dHBzOi8vdXBraXNoaW IxMS5uaw kuYWMuanAvaWRwL3NoaW Jib2xl dGgwHQYD
VROOBBYEFCoPX1g00jzXI CTZT7I73KcHkISHMAOGCSqGSIb3DQEBBQUAA4IBAQAW
GnudDV3eqTNLZPGH8z IWHCT8AZ7CtG40alNRJzirbZ 1+r4X7Zug5ZLv+n9EJ6rbd
XRWh6bI x9Y TLKcLvzXx0ZM4fy6RFyJ+8qCDTXig0gDgVpng66xfIBi7ahjG1ign6
xXwdYFE50zL C3qwrZ9kykXCy2EL LHfb3Z/g109fZZy7gjn77m1tDfWcs4M3NFCFL
zKbGNi+5a05w/wLkxpEaP8NPTHKbN3E+EXQDik7QQOqGJ0+IEUYLAPOBHTGGCs5i

YU+cTQ5QSgjfsSweZQt61jQUzlyhKOAWNazbr RGVFCVIwoYI0hkpmGMSh4Jjxo6E

61psWSAHIehx6L2F9Eat

] 1dP SP fetc/shibboleth/ partner-metadata

xml
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metadata
IdP SP IdP SP

IdP

SP

IdP-

[etc/shibboleth/attribute-map.xml

attribute-map.xml

attribute-map.xml IdP
attribute-map.xml displayName
LDAP letc/openldap/schema
displayName /etc/openldap/schemal/inetorgperson.schema

# displayName
# When displaying an entry, especially within a one-line summary list, it # is useful to be able to
identify a name to be used. Since other attri- # bute types such as ‘cn' are multivalued, an
additional attribute type is # needed. Display name is defined for this purpose.
attributetype ( 2.16.840.1.113730.3.1.241

NAME 'displayName'

DESC 'RFC2798: preferred name to be used when displaying entries'

EQUALITY caselgnoreMatch

SUBSTR caselgnoreSubstringsMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

SINGLE-VALUE)




letc/shibboleth/attribute-map.xml

<Attributes xmIns="urn:mace:shibboleth:2.0:attribute-map"

xmlns:xsi="http://mwww.w3.0rg/2001/ XML Schema-instance">

<Attribute name="urn:mace:dir:attribute-def.displayName" id="displayName"/>

<Attribute name="urn:0id:2.16.840.1.113730.3.1.241" id="displayName'/> oid

</Attributes>




IdP
UPKI

@)

https://upki-portal.nii.ac.jp/cerpj

)

CSR CSR

https://upki-portal.nii.ac.jp/cerpj/request_new

@)
IdP

https://upki-portal.nii.ac.jp/cerpj/niiodcamanual-v1-0.pdf

1)
https://upki-portal.nii.ac.jp/cerpj/request_new
CSR CSR

2

https://upki-portal.nii.ac.jp/cerpj/niiodcamanual-v1-0.pdf




CSR

CSR
\ersion Version 1(0) -
Subject Country C=JP 1
Locality L=Academe 1
Organization o=" "
) o= National Institute of
Informatics
Organizational Unit ou=" "
) ou= NIl Open Domain CA
commonName CN=" FQDN"
) cn=www.nii.ac.jp
SubjectPublicKeylnfo 1024 2
attrobites Null 3
SignatureAlgorithm SHA1 with RSAEncryption
1 ST

state or province name

2. RSA1024bit

1024bit

SubjectAltName.rfc822Name




URL

UPKI UPKI
https://upki-portal.nii.ac.jp/
UPKI
https://upki-portal.nii.ac.jp/SSO
UPKI
https://upki-portal.nii.ac.jp/SSO/Repository
Shibboleth
http://shibboleth.internet2.edu/
Shibboleth2.0 Wiki (Shibboleth2.0
https://spaces.internet2.edu/display/SHIB2/Home

Switch.aai

http://www.switch.ch/aai/

InCommon

http://www.incommonfederation.org/




